Splunk — Adding a CA signed certificate to reset API port

KB0OO09 Splunk — Adding a CA signed certificate to the restAPI HTTPS port

Affected release: All

Condition:

e Customer wants to use a CA signed certificate, to ensure the certificate issues by Splunk
matches the hostname being used to access the restAPI which is a requirement for HTTPS / SSL
to function.

http://docs.splunk.com/Documentation/Splunk/6.3.2/Security/Howtogetthird-partycertificates

How to get certificates signed by a third-party

This topic describes one way you can use the version of OpenSSL that ships with Splunk Enterprise to
obtain third-party certificates that you can use to secure your forwarder-to-indexer and inter-Splunk
communication.

Before you begin

In this discussion, SSPLUNK_HOME (%SPLUNK_HOME% on Windows) refers to the Splunk Enterprise
installation directory. On Windows, you might need to set this variable at the command line or in the
Environment tab in the System Properties dialog.

On Windows, the Splunk Enterprise directory is at C:\Program Files\Splunk by default. For most Unix
platforms, the default installation directory is at /opt/splunk. For Mac OS, it is /Applications/splunk. See
the Administration Guide to learn more about working with Windows and *nix.

Make sure that you are using the version of OpenSSL provided with Splunk Enterprise by setting your
environment to the version in SSPLUNK_HOME/splunk/lib in *nix or %SPLUNK_HOME%/splunk/bin in
Windows.

Create a new directory for your certificates

Create a new directory to work from when creating your certificates. In our example, we are using
SSPLUNK_HOME/etc/auth/mycerts2:

E:“Program Files“Splunksetcauthsmuycerts2>

mkdir E:\Program Files\Splunk\etc\auth\mycerts2
cd E:\Program Files\Splunk\etc\auth\mycerts2

Splunk strongly recommends that you make a new folder so that you do not overwrite the existing
certificates in SSPLUNK_HOME/etc/auth for your new certificates and keys. Working in a new directory
protects the certificates that ship with Splunk and lets you use them for other Splunk components as
necessary.


http://docs.splunk.com/Documentation/Splunk/6.3.2/Security/Howtogetthird-partycertificates
http://cbs.wondershare.com/go.php?pid=2990&m=db

Request your server certificate

Create and sign a Certificate Signing Request (CSR) to send to your Certificate Authority.

Generate a private key for your server certificate

1. Create a new private key. The following example uses DES3 encryption and a 2048 bit key length, we
recommend a key length of 2048 or higher.

In Windows:
openss| genrsa -des3 -out myServerPrivateKey.key 2048 -config E:\Program Files\Splunk\openssl.cnf
2. When prompted, create a password for your key.

When you are done, a new private key myServerPrivateKey.key is created in your directory. You will use
this key to sign your Certificate Signing Request (CSR).

E:“Program Files“Splunksetchauth“mycerts2openss]l genrsza —desd —out myServerPriv
teKey.key 2848 —config E:“Program Fileszs“Splunk“openszsszl.cnf
JARNING: can't open config file: C:swrangler-2._68%“build-home*“ember szl openssl

Loading *screen’ intoe random state — done
enerating RSA private key,. 2848 bhit long modulus

e iz 65537 (Bx18081>
Enter pass phrasze for myServerPrivateKey.key:
erifying — Enter pass phrase for nyServerPrivateKevy.key:

E:“Program Files“Splunksetcauthwmycerts2>dipr
Uolume in drive E iz Mew Uolume
Uolume Serial MHumber iz 2685-DCES

Directory of E:“Program Files“Splunk:etc*auth“mycerts2

A6 -A2 2816 18:81 AM <DIR> -

A6 -A2 2816 18:81 AM <DIR> .-

A6-B82-2816 168:81 AM 1.7%1 myServerPrivateKey. key
1 File<s> 1,.75%1 hytes
2 Divds)> 122,948,.088,.3280 bytes free

E:“Program Files“Splunksetcuauthsmycerts2}>

Generate a new Certificate Signing Request (CSR)
1. Use your private key myServerPrivateKey.key to generate a CSR for your server certificate:
In Windows:

openssl req —new -key myServerPrivateKey.key -out myServerCertificate.csr -config “E:\Program
Files\Splunk\openssl.cnf”

2. When prompted, provide the password you created for your private key myServerPrivateKey.key.

3. Provide the requested information for your certificate. To use common-name checking, make sure to
provide a Common Name when entering your certificate details.


http://cbs.wondershare.com/go.php?pid=2990&m=db

E:“Program Files“Splunksetcsauthsmycerts2>openssl req —new —key myServerPrivateK
ey.key —out myServerCertificate.csr —config "E:“Program Files“Splunk“openssl.cnf
L]

JARHNIHNG: can’t open config file: C:Swrangler—2 . 85%bhuild-homes“ember-ssl- openssl
-cnf

Enter pass phrasze for myServerPrivateKey.key:

Loading ‘screen’ into random state — done

ou are abhout to be asked to enter information that will be incorporated
into your certificate reguest.

Jhat you are about to enter is what is called a Distinguished Mame or a DH.
here are guite a few fields but vou can leave zome blank

For some fields there will be a default value.

If you enter *.*,. the field will be left hlank.

ountry Hame <2 letter code> [AUI:AU
Gtate or Province Name (full name> [Some—Statel:UIC
Locality Hame <eg. city) [1:Melbhourne

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:BHW Consulting
Organizational Unit MHame <eg. section?> [1:85plunk

ommon Mame <e.g. server FOQDN or YOUR name? [l:splunkZ_bnwconsulting.com.au
Email Address [l:warwick.chai@bnwconszsulting.com.au

lease enter the following ‘extra’ attributes
o be sent with your certificate request
challenge password []1:8008

fin optional company name []1:-B8688

E:“Program Files“Splunksetcwauth-nycerts2>dir
Uolume in drive E iz New Uolume
Uolume Serial NHumber iz 2685-DCEL

Directory of E:“\Program FilessSplunketcsanthsmycerts2

A6 -B2-2016 168:83 AM <DIR> -
A6 822816 168:83 AM <DIR> .
A6 /822816 18:83 AM 1,163 myServerCertificate.cse
A6 822816 18:81 AM 1,751 myServerPrivateKey.key
2 File(s> 2.914 hytes
2 Dirdsd 122.948.863.744 hytes free

E:“Program Files“Splunksetc*auth-mycerts2>

When you are done, a new CSR myServerCertificate.csr appears in your directory.
Download and verify the server certificate and public key

1. Send your CSR to your Certificate Authority (CA) to request a new server certificate. The request
process varies based on the Certificate Authority you use.

2. When it's ready, download the new server certificate from your Certificate Authority. For the
examples in this manual, let's call this myServerCertificate.pem.

Eﬁ/@?/?@iﬁ 1@:?4 AM B,@?B my?eruer@ertificate.pem

3. Also download your Certificate Authority's public CA certificate. For the examples in this manual, let's
call this myCACertificate.pem.

We received a pksc7 from our provider file so this already contains the entire chain, if the entire chain is
not present you will need to add the certificates in the chain to the file.


http://cbs.wondershare.com/go.php?pid=2990&m=db

S5F2dhEuF5HwWT7V4 8 Dlhw==

subject=/C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA Limited/CN=COMODO RSA Domain Validation Secure
Server CA

issuer=/C=GB/ST=Greater Manchester/L=8alford/0=COMODO CA Limited/CN=COMODO RSA Certification Authority

MIIGCDCCA/CgAWIBAGIQKySuStl INmWwlUim7bo3yMBzANBgkghkiG9w0BAQWEADCE
hTELMAKGAIUEBhMCROIZGZzAZBGNVEBAGTERAYZWEOZXIgTWEUY2hlc3R1c JEQMALG
AlUEBxMHUZFsZm9yZDEaMBgGAIUEChMEQOONTORPIENBIEZpLWL 0 ZWQxKZAPpBgNY

DAMTT LRI OT M e D @TTA T A 2T 1 e 7 T m Tk T A 1 vrbn 3 DDAV T Al D Tom A L e vl m A AT WS T e

E%ww1 E”

subject=/0U=Domain Contreol Validated/OU=PositiveSSL/CN=splunk2.bnweconsulting.com.au
issuer=/C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA Limited/CN=COMODO RSA Domain Validation Secure
Server CA

MIIFeTCCRBGGUAWIBAQIRAIZCAw+TU30ORITOVELF L] ZwwDQYIKoZThv e NAQELBQAW
gZAzCzAJBgNVBAYTAKACMRswWGQYDVQQI Ex JHemVhdGVyIELhbmNoZXNOZXI < EDAO

subject=/C=GB/8T=Greater Manchester/L=8alford/0=COMODO CA Limited/CN=COMODO RSA Certification Authority

issuer=/C=SE/0=AddTrust AB/OU=AddTrust External TTP Network/CN=AddTrust External CA Root

MIIFdDCCEFygAWIBAGIQIZbuVutI846r13Ci/ ITelANBgkghki GOWOBAQWEADEY
MQ5WCQYDVQQGEWI TRTEUMBI GA1UEChMLOWRKVHI 1¢3QgQUT 2 J3 AkBgNVBAS THUF k
7FRydXNOIEV4dGVybmEsIFRUUCBOZKR3b3IrMSIwIAYDVQQDEx 1 BZGRUCnVzdCEE

SHRT amE RO RTMARAR? GAMRAY MM AL MNIT > M FL N Do 7 MR AV DT T waMIT T = MR LN Do 7 O R e

PUsSE2JOAWVrgQSQdso8VYFhH2+9uRv0V9dl fmrPb2LjkQLPNlzmuhbsdjrzch5vR

)6 pu/x028Q0G8E=

————— END CERTIFICATE-----

subject=/C=SE/0=AddTrust AB/OU=AddTrust External TTP Network/CN=AddTrust External CA Root
issuer=/C=8E/0=AddTrust AB/OU=AddTrust External TTP Network/CN=AddTrust External CA Root
————— BEGIN CERTIFICATE-----

MITENJjCCAx 6gAWIBAGT BATANBgkghlkiGSwOBAQUFADBVMOsWCQYDVQQGEWITRTEU
MBIGAIUEChMLOWRKVHI1c30a0UIxJIAKBaNVBAS THUFKZFRVvAXNOI EVAAGVvbmEs

If your Certificate Authority does not provide you with certificates in PEM format, you must convert
them using the OpenSSL command appropriate to your existing file type, consult your OpenSSL
documentation for more information about converting different file types.

4. View the contents to make sure it has everything you need:

The “Issuer” entry should refer to your CA’s information.

The “Subject” entry should show the information (country name, organization name, Common Name,

etc.) that you entered when creating the CSR earlier.

Remove Watermark Now


http://cbs.wondershare.com/go.php?pid=2990&m=db

Remove Watermark Now

General | Details | Certification Path

|74J Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remate compuker
* Proves your identity to a remote computer
+1.5.0.1.4.1.6449.1.2.2.7
+2.23.140.1.2.1

* Refer to the certification authority's statement For details,

Issued bto:  splunk2.brvwconsulting. com, au

Issued by: COMCDO RSA Domain Yalidation Secure Server
A

¥alid from 5/02/2016 to 5/02/2019

Install Certificate...| | Issuer Statement |

Certificationpath RO Y T

Iﬁ The USER Trust Metwark™

Wiew Certificate

Certificate status:

This certificate is OK.

Next steps


http://cbs.wondershare.com/go.php?pid=2990&m=db

You should now have the following files in the directory you created, which is everything you need to
configure indexers, forwarders, and Splunk instances that communicate over the management port:

myServerCertificate.pem
myServerPrivateKey.key
myCACertificate.pem

Now that you have the certificates you need, you must prepare your server certificate (including
appending any intermediate certificates), and then configure Splunk to find and use your certificates:

Edit local server.conf

Mj server,.conf 101220151102 .. COMF File TKE  EMProgram Files\Splunkyetchsysternilocal

| senver.conf - Notepad
File Edit Format Wiew Help

[sslConfig]

enableSplunkdSsl = true
#kSlKeySFilePaSSMOPd = $1%1gBMGCZBW WY
sslkeysfile = myserverPrivatekey. key
sslkeysfilePassword = BEEE

caCertFile = mySerwverCertificate.pem
caPath = $SPLUNK HOME fetc/auth/mycerts?2

Restart Splunk

R PR I A SR LIS e e e s [RRTTTRTTTey

23 Snlunkd Service L Autornatic

f Start .
Sasplunkweeb (legacy purpose.., Autormatic Loc
Lo Spot Verifier S Manual (Trig.. Loc
5 SSDP Discovery Pause Disabled Loc =
%o Storage Tiers Managerment Resurme Manual Loc
Lo Superfetch Restart, kanual Loc

Hit the management port and check the certificate being presented

Open the local certificate and we can see the certificate chain

Remove Watermark Now


http://cbs.wondershare.com/go.php?pid=2990&m=db

sernvices

servicesNS

static

2016-02-07T22:

2016-02-07T22:

2016-02-07T22:

2016-02-07T22:

m Certification Path

Certification path

@ splunkd - Splunk

Trust Network™

@ splunk2.bnwconsulting. com.au

Certificate status:

View Certificate

is certificate is OK.

Remove Watermark Now


http://cbs.wondershare.com/go.php?pid=2990&m=db



