Splunk — Setting up a CA signed certificate in Splunk

Directory of C:sProgram FilessSplunksetchauthsmycerts

170842016 @7:16 PH <DIR>
17-84-2816 B892:16 PH <DIR>
A Fileds> A hytes
2 Dir<s> 125.858.486,784 hyteu free

sProgram FilessSplunksetchauthsmycerts>

"c:\program files\splunk\bin\openss|" genrsa -des3 -out mySplunkWebPrivateKey.key 2048 -config
"C:\Program Files\Splunk\openssl.cnf"

i Program Fi unksetchauthsmycerts > 'civprogram
enrsa —desd —uut myEplunkUehPrluateHey key 2048 —config "C:“Program FllE“\Splu
kvwopenssl.cnf"

JARNING: can’t open config file: G:»suwrangler-2._8build-homes~galaxw- szl openss
1.cnf

enerating RSA private key, 2848 bit long modulus

e iz 65537 (Bx10881)>
Enter pass phrase for mySplunkWebPrivateKeuw_key:
erifying — Enter pass phrase for muSplunkllebPrivateKey.key:

wProgram Filez“Splunksetcauthsmycerts>dir
Uolume in drive C has no lahel.
Jolume Serial Mumber iz 7H?5-3850

Directory of C:“\Program Files“Splunk“etcauth“mycerts

77842016 @92:16 PH <DIR>
#@7:16 PH <DIR> .-
A?:16 PHM 1,743 muSplunklehPrivateKey.key
1 Fileds>» 1,743 bytes
2 Dirds) 125.858.376.192 bytes free

wProgram Filez“Splunksetcauthsmycerts>

"c:\program files\splunk\bin\openssl|" rsa -in mySplunkWebPrivateKey.key -out
mySplunkWebPrivateKey.key

wProgram FilesSplunketcwauthumycerts?>''ci~program filessplunk+bin~openszl" »
a —in mySplunkWebhPrivateKevy_.key —out mySplunkllebPrivatelevy_key
JARNING: can't open config file: C:sswrangler—2 . 8%“build-homessgalaxyssslsopenss
1l.cnf
Enter pass phrase for mySplunkUWebPrivateKevy.key:
priting RSA key

~Program FilessSplunksetcHauth“mycerts>

File has changed size (KEY has been removed)

Directory of C:“\Program Files“Splunk:etcauth-smycerts

17842816 @?:16 PM <DIR>
17-84-2816 @?:16 PM <DIR>

17-84-2816 @?:17 PH 1.675 ﬁ;SplunkHehPriuateHey.key
1 File<z> 1.67% hytes
2 Dirds>» 125.6058.0885.376 bytez free

sProgram FilessSplunksetcsauthsmycerts>"F

"c:\program files\splunk\bin\openssl|" rsa -in mySplunkWebPrivateKey.key -text



Command Prompt
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"c:\program files\splunk\bin\openss!" req -new -key mySplunkWebPrivateKey.key -out
mySplunkWebCert.csr -config "C:\Program Files\Splunk\openssl.cnf"

wProgram Files“Splunk“etcwauth“mycerts?>'"c:“program files“splunk“bin“openszsz1" r
eq —new —key mySplunkWebPrivateKey.key —out mySplunkWebhCert.csr -—-config "C:sPro
gram Files“Splunkwopenssl.cnf"

{HRN}NG: can't open config file: C:s“wrangler—2_85“~bhuild-home““galaxy-ssl-openss

.Cchn

ou are about to bhe asked to enter information that will be incorporated
into your certificate regquest.

Jhat you are about to enter is what is called a Distinguizhed MWame or a DHM.

here are guite a few fields but you can leave some blank
For zome fields there will he a default value.

If you enter *.', the field will bhe left blank.

ountry Mame <2 letter code> [AUI:=AU
Ctate or Province Mame <full name? [Some—Statel:UIC
Locality Mame <eg,. city>» [l1:Melbourne
Organization Mame (eg, company? [Internet Widgits Pty Ltd1:BMW Consulting
Organizational Unit Mame <eg, section? [1:Splunk

ommon MHame {e.g. server FQDH or YOUR name) [l:splunkforwardl.bnuwconsulting.com.

u
Email Address [l:warwick.chai@bnwconsulting.com.aun

lease enter the following ‘extra’ attributes
o be sent with vyour certificate request
challenge password [1:080608

An optional company name [1:BHY

wProgram Files“Splunk“etcsauth“mycerts}
sProgram FilessSplunksetesauthsmycerts>dipr

Volume in drive G has no label.
Uolume Serial Mumber iz 7A95-3858

Directory of C:sProgram FilessSplunksetchanthsmycerts

@2:19 PH <DIR> -

@7:17 PH <DIR> .

A?:19 PH 1,171 muSplunkWehCert.csr

A?:17 PH 1,695 mySplunkWebPrivateKev.key
2 Fileds> 2,846 hytes
2 Dirds>» 125.847.561.088 hytes free

Filesz“Splunk-etchauth-mycerts >

.csr file needs to be sent to a CA



————— REGIN CERTIFICATE REQUEST-----
MIIDEDCCAhACAQAWILKkxCZzAJBgNVBAYTAKEVMIWWC gYDVOOI DANWSUMZE JAQBgNY
BACMCU11bGJdvdXJuZTEXMBUGATUECgWOQkS X TENvbnN1bHRpbmex Dz ANBgNVBASM
BINwbHVUazEsMCoGAlUEAWW ] c3BsdWSrZm9yvdZ2FyvZDEuYmb3Y2 9ucl3VsdGluzsys ]
b20uYXUxMDAUBgkghkiGOwWwOBCQEWIXdhendpY2su¥2hhaUBibnd b2 zdWx0aWsn
LNvlbSohdTCCASTWDOYJKoZThveNAQEBBOADGQEPADCCAQoCYggEBACAaSHOMEZ28T
9Kz05fcU+CQIMIKVIpKPTyvinZ6NvbugsUjagxg74wDY30Waqvicz/xCSUdzaaqgrl
BNbMZe2x ) YIv43TtuQsBujGYOrcol2d2 fOXITHToRT1CPKCHTQuUpBUSKKAHURSMY 9
ZzRoQJZRgLZTsDq7CLlzEAREKSKWGL +0x 6911 IGD PMgONALt taULut JEhMGw ) 3FbEO
IPNEEPQUACGPBI3Cc9Isnmz0nH3LG)ORLAe3+NgliP3vRCT22fe7S8Y102hgOSBKk1Ig
JO0dLfyePsB8BPnchUAGGIX1JAVEGhIMYSyvDRVhI/ ZTPCIIGEGUfHLr4KE3 ThHbAK
vinp DZmTzLTMCAWEAAAARPMBIGCSgGS I DQEJAJEFDANCT L cwEWY JKoZ2 Thve NAQKH
MQYMBDAWMDAWDQY JKoZIThveNAQELBQADGOEBAFFncS5geTqlgzWTw/ / /habanduyb
3PtHOKCKivik/oDwwlU9waFscepBVNML JWIINVTdlrgGFJ01v2NRWMLBAdpHZzHE+3K
/DOTN51MHgULuJMoyCxMEKURUpvNWEIMVEJEK4AbKYBeqzXWAL 7 8vapQuQIBc jFQGT
rBarCPL4cef yvELGNWIPhEXgYd2GHIIMiXoISkYTulR/scil1HZdTkGiw/ d5SWKLND
TrvwSBAWEEDCZSQrebShTTPIffX6cs3bMa0ell125gxhrCedrilYJJzxopyaAcHVE
CuJiVBGKeGKeD1CBzSvESnAHIAT1ILzCDONgp ] JgbGACyMg3EKz/ qa++d9js=
————— END CERTIFICATE REQUEST-----

https://www.rapidsslonline.com/



https://www.rapidsslonline.com/

RapidSSL.

Buy New or Renew Your RapidSSL® Certificate

® 1 Year @ $17.95 per year (Save 63%) Servers O @ u;

You Save 63% Off $49.00 List Price
) Additional @ 0
() 2 Year @ $14.95 per year (Save 65%) Domain(s)

(3 Year @ $12.99 per year (Save 68%) Quantity © 1

@

Total Domains: 1
Total Servers: UL

RENEW NOW © ADD TO CART ©

Total

$-| 7.95




BACK TO SHOPPING n

‘¥ ORDER

Review Your Order Details

REVIEW

Billing Address

Level 1, 530 Little Collins St
Melbourne, VIC, 3000
Australia

Phone: +61411838324

Payment Information
Payment Type: Credit Card
Credit Card Number: ************4()01

¥ SUMMARY

Product Name

RapidSSL Certificate

ORDER

Edit Order \/ Norton
SECURED

by Symantec

Year

1

Please review and submit your order by clicking "CONFIRM"

Servers Price
Unlimited $17.95
Subtotal $17.95
TOTAL $17.95
CONFIRM ©



BACK TO SHOPPING

¥ YOU

Thank you for placing an order with Rapidsslonline.com.

Your Order Details:

THANK

Transaction ID : ROR82970151M1236835
Your credit card has been charged $17.95

Please note that this charge will show as THESSLSTORE.COM in your

credit card statement.

YOUR NEXT STEPS: After you initiate/generate your cert below, you'll receive
an email at warwick.chai@bnwconsulting.com.au which will include a link from
GeoTrust, RapidSSL, Thawte or Symantec directly to begin the SSL

enrollment process.

¥ SUMMARY

Order Date Product Name Generate Cert View

4/17/2016 RapidSSL Certificate 12 Months GENERATE © g
Invoice No. ROR82970151M1236835

ORDER

Click GENERATE



Home > Dashboard > Orders > Certificate Generation Warwick Chai | Balance: $0.00

Certificate Generation ————

ENTER DOMAIN & COUNTRY

Order Summary

My Orders Certificate Name: RapidSSL Certificate

Common Name:* [ splunkforward1.bnwconsulting.com.au

Country:* [ Australia

canceuation (Organization or Admin Country)
Is this for an e-commerce O Yes (& No

website?:*
My Tickets How do you want to verify ) Via Email @
domain ownership?:*

O By Placing a Unique File on My Site @

SSL Tools
GENERATE ©
(Upon submission, you'll be redirected to the appropriate landing page to
complete the certificate enroliment process.)

Certificate Generation
NEXT STEP: FOLLOW THE LINK BELOW

To complete the certificate enroliment process, please click your unique link below
My orders and then enter the necessary information to proceed.

https://products.geotru st.com/orders/in%ijte .do?pin=EjrcsdYhPWPzcD805VsIm




C [ GeoTrust, Inc. [US] https://products.geotrust.com/orders/invite.do?pin=EjrcsdYhPWPzcD805VsIm

. |
RapidSSL.com

. ®
SSL Certificate Solutions from Ra Id SSL
the World's fastest growing

SSL Provider.

RapidSSL Enroliment

Language

Validity Period
| English - English v |

Please select the validity period for your certificate from the list below,

¢ 1 year
2 years
3 years
Renewal

If you have a RapidSSL.com-issued SSL certificate for the same domain that is expiring in the next 90 days or has
expired in the past 90 days, you are eligible to take advantage of the renewal price. We will add any remaining time
on your existing certificate into the new certificate, rounding up to the next full menth. (i.e., if you have 15 days left
on your existing certificate, we will add one month onto your new certificate.)

(® Initial Order

() Renewal

Competitive Replacement

If you have an active certificate issued by a competitor you are eligible for a competitive replacement and receive the
certificate free of charge. In order to perform this upgrade, we will connect to your server and validate that a current
active competitive certificate exists for the same fully qualified domain name that you are ordering. If for some
reason we can not properly connect to your current server and validate the certificate, we will allow you to paste the
certificate onto the next page.

() Yes, I have a server certificate from a competitor.
® No, I can't take advantage of this offer.
Reissue Insurance

RapidSSL.com offers a self-service certificate reissue/replacement program for the life of a certificate. This enables
the free replacement of the certificate for the same domain in the event the certificate or keys are deleted or
destroyed.

Certificate reissues will be provided free of charge for this order.

Server Licenses

RapidSSL certificates come with unlimited server licensing. This means you can use this certificate as many times as
you need, on as many servers as you need, with no additional fees.

Special Instructions

Please provide us any additional information about this order here:

v




& C |8 GeoTrust, Inc. [US]| https://products.geotrust.com /orders/enrollment/Orderlnfo.do

RapidSSL.com
semanswnen Rapid SSL

SSL Provider.

RapidSSL Enroliment

Language

English - English v |Enter CSR

After generating your server's Certificate Signing Request as described in_Generate CSR, paste the CSR in the form
below. Please make sure that it contains the complete header and footer "BEGIN" and "END" lines exactly as in the
example below.

SAMPLE ONLY
————— BEGIN NEW CERTIFICATE REQUEST-----
MIIDCjCCANMCAQAWdTEZMBcGA1UEAXMQaG9zdC5kb21haW4ubmFtZTEVM
BMGA1UECXMMT3InYW5pemF0aWOuMRUWEWYDVQQKEwxPcmdhbmI6YXRpb2
4xDTALBgNVBACTBENpdHkxDjAMBgNVBAGTBVNOYXRIMQswCQYDVQQGEW]
VUzCBnzANBgkghkiGO9wOBAQEFAAOBjQAwWgYKCgYEAYZ1dYomQ4jhSréf
G3GYxjS4B837+y3A6XxIMIOVXV4ZnSIednOLHgdksQIpwaQeOZwWegifte
hrl/s55PvPxok+Tqq0t7BfMkkUSuiYnFdUo1OpDPdw3cEaP9WWSrduoul
Vng2AWTDw2ykyxKgbneb2vYTZRvbot7M578Vvh6P8CAWEAAaCCAVMWGgY
KKwYBBAGCNwWOCAzEMFgo1LjAuMjESNS4yMDUGCisGAQQBgjcCAQ4xIzZAl
MA4GA1UdDWEB/wWQEAWIESDATBgNVHSUEDDAKBggrBgEFBQCcDATCB/QYKK
wYBBAGCNwWOCAjGB7jCB6WIBARSaAEOAaQBjAHIAbwBzAG8AZgBOACAAUg
BTAEEAIABTAEMAaABhAG4AbgBIAGWAIABDAHIAeQBWAHQAbwWBNAHIAYQB
wAGgAaQBjACAAUABYAGBAdgBpAGQAZQByA4GIACB3C0g9psk0+V+N/Mel
JsG39vonCPQBdOWNp6zHISPCU3FWQOSgFpPEQNYSHEN79I0CMrU93q9Hh1
TQtd2YUBIWHQunXrIcytmAFVjhibNX6Dp1e41Wjc2N4illyy 1GFss686¢
dZt2GP6y04174/0vkW2Wf9nezUrMrESM2PP4B1AAAAAAAAAAAWDQYIKoZ
IhveNAQEFBQADgGYEAg4 + QHTVKP5CG+WeGnrhKiMkInMP6QEsds400bUDS
dGtEupQz8C+4xoMd1aM68q9Ri6Va+ITeuhKHxLz9hT/KUIhNByOsRfnx+
JkQdrKG69UanTwvLgXINh9xChw9ErIto/2kZI5kI2KYQdiOqTv6pOGEUP
Rq/MD52Zy3bOzSRFO=
----- END NEW CERTIFICATE REQUEST-----

Certificate Signing Request *

————— BEGIN CERTIFICATE REQUEST-----
MIIDKDCCAhACAQAWEgbkxCzAIBENVBAYTAKFVMOwWwWCgYDVQOQIDANWSUMXE JAQBENY
BAcMCU11bGIvdXIuZTEXMBUGALUECgWOQKSXIENVbnN1bHRpbmc xDzANBENYBASM
B1NwbHVuazEsMCoGA1UEAwWwjc3BsdW5rZm9yd2FyZDEuYm53Y29uc3VsdGluZy5i
b20uYXUxMDAuBgkghkiGOwOBCQEWIXdhcndpY2suY2hhaUBibndjb25zdWx@aW5n
LmNvbS5hdTCCASIWDQYIKoZIhvecNAQEBBQADggEPADCCAQoCggEBAOAESHEME28T
9Kz05fcU+COIMOKVIpKP7yinZ6NvbugsUjagxg74wDY30QWaqv7cZ/xCSUdzaagrl
8NbM2e2xjYIv43tuQZBuijGYOrco@ZI2fOXITHToRIiCPkCHIQuUPBUSXkAHURSmVS
ZRoQjZRg1ZTsDq7C1zEAREKSKWG1+0x6911I1GDjPMgONAttaULutJFhMGwi3FbEQ
IPN6EPQUACGPBI3c9IsnmzOnH3TGjOBtAe3+NgiP3vRC722fe75Y10Zhg05Bk1Ig
JodLfyePs8BPnchUAgGiX1jAVFGhIMY8yvDRVh]/ZTPOIIGEGUTfHLr4KE37bHbdK
vmpDZmTzL 7MCAWEAAaAPMBIGCSGGSIb3DQEIAFEFDANCT 1cwEWYIKoZIhveNAQKH
MQYMBDAWMDAWDQYJIKoZIhvcNAQELBQADggEBAFFNnc5gcTgIgzWTw///habanduyb
3PtHOKCKiyik/oDwwU9waFsccpBVYNM1jWOINV7d1rgGFJ@iy2NRWMLBdpHZzH8+3K
/D07n51MHgU1uIMoyCxMKURUPVNWE IMVE JEK4bKYBegzXWAL78vapQuQIBCcjFQGT
rBarCPL4oefjyEbGNWTPh8XgYd2GHi1MiXoISkY7uUlR/scilHZd7kGiw/d5wKLnD
7rvwSBAWE6GDCcZS0re5ShTTPIffX6cs3bMaQo1125gxhrCo4r81Y]JzxopyaAcHVE
QuJiVBGKeGKeD1C8zSVFSNAHIAJ1LzCDONgpjJlg5GdCyMg3EKz/ga++d9js=
----- END CERTIFICATE REQUEST-----

’7,{ | Back || Continue



L C' | GeoTrust, Inc. [US] https://products.geotrust.com/orders/enrollment/CSRInfo.do

. |
RapidSSL.com

.
Sst Certifcate Solutions rom RapidSSL’
the World's fastest growing p

SSL Provider.

RapidSSL Enrollment

Language

Verify Server URL

English - English v IThe CSR you generated is designed to work with the following URL:

https:/ /splunkforward1.bnwconsulting.com.au

If this is not the correct URL (computed from the Common name in the CSR), or if any of the CSR Information below
is incorrect, then please generate a new CSR and click the Replace CSR button.

Replace CSR

CSR Information

Common Name: splunkforwardl.bnwconsulting.com.au
Organization: BNW Consulting
Org. Unit: Splunk
Locality: Melbourne
State: VIC
Country: AU

Encryption Type: RSA

Aletashing | 5HA-256 with RSA or DSA and SHA-1 root v |
gorithm:

*For best RSA browser compatibility, choose the SHA-256 with RSA or DSA and SHA-1 root
option.

Certificate || po not make my certificate information public. Check the box if you do not want to publicly
Transparency: gp,re your common name and SANs.
Learn more about Certificate Transparency

Note: The value for the Common Name must exactly match the name of the server you plan to secure.



& C' | () GeoTrust, Inc. [US]| https://products.gectrust.com/orders/enrollment/CSRReview.do

. e
RapidSSL.com

semeeeen Rapid SSL

SSL Provider.

RapidSSL Enroliment

Language

English - English v | Site Administrator Contact Information

The administrative contact is the primary contact and will be contacted to assist in resolution of any questions about
the order.

* First Name \Warwick

* Last Name Chai

Title

* E-mail I\NanNick.chai@bnwconsulting.com.au

* Phone Number IO411838324 Numbers, dashes and spaces only

Technical Contact Information

The Technical contact will receive the certificate and generally be the individual to install the certificate on the web
server. They will also receive renewal notices when the certificate nears expiration.

O New contact
@I Check here if same 55 Administrator Contact

* First Name

* Last Name |

Title |

* E-mail

* Phone Number Numbers, dashes and spaces only

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.




€ C | & GeoTrust, Inc. [US]| https://products.geotrust.com/orders/enrollment/Contactinfo.do

. |
RapidSSL.com

.
S5L Certificate Solutions from Ra I d S s L®
the World's fastest growing p

SSL Provider.

RapidSSL Enrollment

Language

English - English v |Approval of Your Certificate Request

The RapidSSL.com RapidSSL™ service relies upon the Subscriber or the Subscriber's authorized administrator to approve
all certificate requests for all hosts in the domain. It is important that you select the correct authorized administrator
below. By selecting an authorized administrator, you warrant that the individual is authorized to approve the request.

Your request for a RapidSSL™ server certificate will not be processed beyond this point if you select an incorrect email
address.

Registered Domain Contacts

Unfortunately, we were not able to obtain the domain contacts from the registrar. It is possible that the registration
information has not yet been published for this domain, or that the registrar is not currently available to RapidSSL.

Alternate Approval Email Addresses

The following approval email addresses can be used. You must make sure that the email account has been set up and is
available before you submit this order, or the approval email will not be delivered.

Level 2 Domain Addresses Level 3 Domain Addresses

|E| admin@bnwconsulting.com.au admin@splunkforwardi.bnwconsulting.com.au

administrator@bnwconsulting.com.au administrator@splunkforwardi.bnwconsulting.com.au

hostmaster@bnwconsulting.com.au hostmaster@splunkforwardi.bnwconsulting.com.au

webmaster@bnwconsulting.com.au webmaster@splunkforward1.bnwconsulting.com.au

postmaster@bnwconsulting.com.au postmaster@splunkforwardl.bnwconsulting.com.au

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.




& C' | [ GeoTrust, Inc. [US]| https://products.geotrust.com/orders/enroliment/Approverinfo.do

RapidSSL.com

SSL Certificate Solutions from
the World's fastest growing
SSL Provider.

Language

RapidSSL®

RapidSSL Enroliment

| English - English

Y

v |Order Summary

Please review the information on this page and agree to the subscriber agreement. When you have completed this
review, please submit your order for processing.

Order Information Edi
Validity Period 12 months
Renewal No
Competitive Replacement No
Reissue Insurance Certificate reissues will be provided free of charge for this order.
Server Licenses 1

Special Instructions

CSR Information Edit

Common Name: splunkforward1.bnwconsulting.com.au
Organization: BNW Consulting
Org. Unit: Splunk
Locality: Melbourne
State: VIC
Country: AU

Encryption Type: RSA
Hashing Algorithm: SHA-256 with RSA or DSA and SHA-1 root

Certificate Transparency Publicly logged
Chain Key Size 2048

Contacts " Edit |

Role Name Phone E-mail

=
=3
o

Administrative Warwick Chai 0411838324  warwick.chai@bnwconsulting.com.au
Technical Warwick Chai 0411838324 warwick.chai@bnwconsulting.com.au
Approver Information Edit \
Upon submission of this order, an email will be sent to the following email address. This email account must be active

and ready to receive email.
Approver Email admin@bnwconsulting.com.au

Certificate Replacement Policy

RapidSSL® will refund a certificate or issue a new certificate within seven (7) days of the original certificate
issuance. For more information please view the GeoTrust Refund policy.

Subscriber Agreement
Please carefully read the following agreement and mark the checkbox below.
SSL Certificate Subscriber Agreement -

YOU MUST READ THIS SSL CERTIFICATE SUBSCRIBER

ACREEMEMT /MAAACEMEMTY) DEEANE  ARNLA/TAIS £AR



Subscriber Agreement

Please carefully read the following agreement and mark the checkbox below.

SSL Certificate Subscriber Agreement

YOU MUST READ THIS SSL CERTIFICATE SUBSCRIBER
AGREEMENT ("AGREEMENT") BEFORE APPLYING FOR,
ACCEPTING, OR USING ANY SYMANTEC, GEOTRUST, THAWTE,
OR RAPIDSSL SSL CERTIFICATE . IF YOU DO NOT AGREE TO
THE TERMS OF THIS AGREEMENT, DO NOT APPLY FOR,
ACCEPT, OR USE THE CERTIFICATE. BY CLICKING "ACCEPT"
BELOW OR BY ACCEPTING OR USING A CERTIFICATE, YOU
AGREE TO BECOME A PARTY TO, AND BE BOUND BY, THESE
TERMS.

AS USED IN THIS AGREEMENT, "SYMANTEC" MEANS AS
FOLLOWS: (A) SYMANTEC CORPORATION, IF YOU ARE v
r

By checking the checkbox below you confirm that you have carefully read, understood, and accept to become bound
by the terms and conditions of the SSL Certificate Subscriber Agreement, including GeoTrust's Privacy Statement. In
particular, you agree to GeoTrust transferring your enrollment information to third parties in accordance with its
Privacy Statement.

I agree to this SSL Certificate Subscriber Agreement

Click the Submit Order button (below) to finalize this order information and to enter the Telephone Authentication
phase of this order. You may not change any of this order information after this point. Please submit only once as
this process could take a few seconds.

Submit Order

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.

€ C 7 GeoTrust, Inc. [US] https://products.geotrust.com/orders/enrollment/Review.do

RapidSSL.com
e Rapid SSL

SSL Provider.

RapidSSL Enrollment

Language
Thank you for your RapidSSL™ certificate request
English - English v
Your order number is: 13621387
An email message has been sent to the selected approver requesting the approval of this certificate request. As

soon as the approver receives this email and comes to the approval site, your certificate will be generated and
emailed to you. If you have any questions, please contact RapidSSL Support.

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.




sslorders@geotrustcom Warwick Chai

RapidSSL Certificate Request Confirmation

ORDER APPROVAL

Dear Domain Administrator,

You are receiving this email because you are the Domain Administrator for splunkforwardl.bnwconsulting.com.au and the

person identified below has requested a RapidSSL certificate for:

https://splunkforwardi1.bnwconsulting.com.au

Applicant information:

Name: Warwick Chai
Email: warwick.chai@bnwconsulting.com.au
Phone: 0411838324

https://products.geotrust.com/orders/a.

Warwick Chai requests that you come to the URL tdo?p=axremghaxh8gmkhfbduvs rtificate request:

Click or tap to follow link.
https://products.geotrust.com/orders/A.do?p:AxreMQHAthgWHfBDuVS
R

Please follow the above link and click either the | APPROVE or | DO NOT APPROVE button.

When you click | APPROVE the certificate will be issued and emailed to the Applicant, Approver, and Technical contacts.

If you click | DO NOT APPROVE the certificate application will be cancelled.

Thanks,

9:37 PM
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SSL Provider.

RapidSSL Order Review and Approval

Order Approval

Please review the information below and either approve or reject this certificate request. If you have any questions
about this certificate request, you may contact one of the individuals listed below, or RapidSSL.com Support.

Order Information

Order ID 13621387
Validity (months) 12
Server count 1
Web server
Special instructions none

Certificate Information

Subject Alt Names splunkforwardl.bnwconsulting.com.au

Common Name splunkforward1.bnwconsulting.com.au

Organization: BNW Consulting

Org. Unit Splunk

Org. Unit

uID

Country: AU

Contacts

Role Name Phone E-mail Title
Technical: Warwick Chai 0411838324 warwick.chai@bnwconsulting.com.au
Administrative: Warwick Chai 0411838324 warwick.chai@bnwconsulting.com.au
Domain Approver: admin@bnwconsulting.com.au

Please select one of the options below. If you approve this request, the certificate will be immediately generated, the
credit card will be charged (if applicable), and the certificate will be emailed to the intended recipients. Please press
the button below only once as this process may take a few seconds.

| IAppEove | | Do Not Approve

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.
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RapidSSL Order Review and Approval
Order Successfully Approved

Order ID: 13621387

Your order has been successfully approved and the certificate will be either emailed to you or delivered via your

certificate supplier. If you have any questions, or you do not receive the certificate shortly, you should contact your
supplier or RapidSSL.com Support.

Privacy Statement ©2016 GeoTrust, Inc. All rights reserved.




sslorders@geotrust.com Warwick Chai 935 PM

Subject: splunkforwardl.bnwconsulting.com.au RapidSSL Order: 13621387 Complete

** MICROSOFT 1S and TOMCAT USERS

Microsoft and Tomcat users are advised to download a PKCS #7 formatted certificate from the GeoTrust User Portal:
https://products.geotrust.com/orders/orderinformation/authentication.do. PKCS #7 is the default format used by these
vendors during installation and includes the intermediate CA certificate, you may also install the below web server certificate
and intermediate CA certificate individually.

Web Server CERTIFICATE

MIIFiDCCBHCgAWIBAgIQN/O+pE+FHY20DwKSLANIcjANBgkghkiGOwOBAQsFADBC
MQswCQYDVQQGEWIVUzZEWMBQGALUEChMNR2VWWHI1c3QgSW5jLjEbMBKGA1UEAXMS
UmFwaWRTUOwgUChBMjU2IENBMBAXDTE2MDQxNzAWMDAwWMFoXDTE3MDQxNzlzNTk1
OVowlLjEsMCoGA1UEAwwjc3BsdW5rZm9yd2FyZDEuYm53Y29uc3VsdGluZy5jb20u
YXUwggFEiMAOGCSqGSIh3DQFBAQUAA4IBDWAWgEgEKACIBAQDgGUR+TOtVE/Ss90X3
FPgkNTPSISKSj+80op2ejb27oLFI2qsYO+MA2NOFmar+3 Gf8QklHc2mgg9fDWzNnt
sY2Cb+N7bkGQboxmDg3KNGSdnOFyUx0BESIgjSAh30LgQVEISAB1Eb)r/cOaEl2U
YJWU7A6uwpcxAERIEisBpfjsevZZSBg4zzI EDQLbWIC7rSRYTBsIOxWxNCDzehDO
LgHBgQSd2PSLI5s9)x93x0zgbQHt/[YIj970Qu89n3u0mNUGYYDUQZNSKidHS38n
j7PAT53IVAIBOI9YwWFXx0SDGPMrwOVYSf2UzziCBhBrnxy6+ChN+2x235r5qQ 27k
8y+zAgMBAAGjggKMMIICIDAUBgNVHREEIzAIgiNzeGx1bmtmb3J3YX/kMS5ibndj
b25zdWx0aW5nLmNvbS5hdTAIBgNVHRMEAJAAMCsGA1UdHwQkMClwIKAeoByGGmhO
dHABLY9NcC5zeW 1jYi5jb20vZ3AuY3)IsMG8GA1UdIARoMGYWZAYGZ4EMAQIBMFow
KgYIKwYBBQUHAEEWHmMhOdHBzOi8vd3d3LnlhcGlkc3NsLmNvbS9sZWdhbDAsBggr
BgEFBQcCAjAgDB5odHRwezovl 3d3dySyYXBpZHNzZbC5]b20vbGY nYWwwHwWYDVROj
BBgwFoAUI8InUJ7CyewMiDLIfK3ipgFP2m8wDgYDVROPAQH/BAQDAgWeMBOGA1Ud
JOQWMBQGCCsGAQUFBwMBBggrBgEFBOCDA]BXBggrBgEFBQcBAQRLMEEkwHwYIKwYB
BQUHMAGGEZhOdHABLY9NncC5zeW 1jZC5jb20wlgYIKwYBBQUHMAKGGMhOdHAGLY9N
cC5zeW1jYi5;b20vZ3AuY3JOMIIBAgYKKWYBBAHWeQIEAgSB8wWSBRADUAHUA3 esd
K3oNT6Ygi4GtgWhwficOnQHVXIINPRHEzbbsvswAAAFUJANcvgAABAM AR]BEAIAL
iMuxn+d2MushyZ/d9BN3xDNDNYy5e4g1ZhNeOp2FEglgNx4D4h+ZSstv7 LnLSRES
2d1pud9eulUulpNmmIiZtf8n4AdQCkuQmQtBhYFle7 EELMZ3AKPDWYBPkb37jjd800
yA3cEAAAAVOKkA1zYAAAEAWBGMEQCIEsG7gGMQZeX50THILX/0iHOKyjR/Qc6or2C
y3Wurl5YAIBQoQIr5juN7M68e8i0CWmadSbF2k9bEI+Y 1vSVINH3sjANBgkghkiG
9wOBAQsFAAOCAQEATXVEBVOTR/rIDveMSxmjHEqQxLuAa8yX2cjyTemslZsyHyUP

uSxig3 1AcewMEN9O 1mRsjzWOI10HSL4HPkrSCtfdde5 p2KUohzyR n8jWN/cOw4tK
FIQOUsmM+pWiLoOpOTn2Nxul6+fulB7is/iEbUDcOcwbUrDgTiHXx6xnlO9h/dLK
hOC3irlWa705eAgey+LOswIVFcVB1AOHAvEWKtngNCoE9gysFL/8WOI3AjvIWjd9
M9cm00s5L0ki89ILtMbjMbpz0UkXcwObGjQkckOgkQgDD3z0pYPBM melUmdAqRUIN
rt06BvvNih/xeF8ry9ORMFVb/X/kOn2WuVclng==

Directory of C:sProgram FilessSplunk:etcauthmycerts

17-84-2816 @9:39 PM <DIR> .
17-84-2816 @A9:39 PM <DIR> .-
17-84-2016 @9:19 PH 1,171 mySplunkWehCert._csr

17-84-20016 @?7:17 PH 1,695 mySplunkWebhPrivateKev. key
17-84-2816 @7:32? PH 2.812 mySplunkWebhSert.pem

3 File<(s? 4,858 hytes

2 Dir<s> 125.844.826.112 hytes free

:swProgram Filez“SplunksetcHauthwmycerts’

Save the intermediate cert as myCA



INTERMEDIATE CA:

MIIETTCCAzWgAwIBAgIDAjpxMAOGCSqGSIb3DQERCWUAMEIXCzAIBgNVBAYTAIVTMRYwFAYDVQQK

Ew 1HZW9UcnVzdCBIbmMuMRswGQYDVQQDExIHZWAUcenVzdCBHbGI YWwgQOEwHheNMTMxMjExMjMO
NTUXWhcNMjlwNTIwMMONTUxW[BCMQswCQYDVQQGEWIVUZEWMBQGA1UEChMNR2VWWHI1c3QgSW5]j
LIEbMBKGA1UEAXMSUMFwaWRTUOwgUOhBMjUZIENBMIIBIJANBgkghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEAU1jBEgEUI9hIGKrIwuWF4hdsYC7JiTEFORoGmMFbdVNcRjFIbPbFUrkshhTIWX15G5tmx
2GClali+ctggAE)2sSdZTM3jutRc2aZ/uyt11UZEvexAXFm33Vmf8Wr3BvzWIxmKIRKEmsrvMN 14
/Bk7WxU7NtBDTdFlodSLwWBBs9ZwF8w5wlwMoD23ES)OztmpetlqY pygC04q18NhWoXdXBC5VDOt
A/h)8LySt7ecMcfpukKgCCwWS5Mce0IW7siC/acjopVHHZDdvDibvDfqCl 158ikhatg8bslyTYYZe5Q
Q7hdctUcOeFTPiUs2itP3YgqeUFDgb5rEIR kmiQFlewmbOwIDAQABo4IBSJCCAUYwHwYDVRO]BBgw
FoAUwHqYal2l+6sFZAwRfap9ZbjKzE4wHQYDVROOBBYEFIfCJ1CewsnsDIgyyHytdqYBTIpvMBIG
A1UJEWEB/wQIMAYBAfSCAQAwWDgYDVROPAQH/BAQDAEEGMDYGA 1UdHWQvMCOwWK6ApoCeGIWhOdHAG
Ly9nMS5zeW 1jYi5jb20vY3)scy9ndGdsb2) hbC5jcmwwlwYIKwYBBQUHAQEEIZAWMB8 GCCsGAQUF
BzABhhNodHRwOIi8vZzluc3ItY2|uY29tMEwGA1UdIARFMEMwQQYKYIZIAYbARQEHNjAzZMDEGCCsG
AQUFBwIBFiVodHRwOIi8vd3d3LmdIb3RydXNOLmMNvbS9yZXNvdXljZXMvY3BzMCkGA1UdEQQIMCCk
HjAcMRowGAYDVQQDEXFTeW 1hbnRIY1BLSSOxLTU20TANBgkghkiGIwOBAQsFAAOCAQEANevhiyBW
ILpBYXmpOuP+bji0MsGj2 1hWID59xzgxZ2nVeRQb9vrsYPI5zQoMYI pOTKOTKgDwWUX/NGfmS/Zar
RfVIPTOgRIATPSATGCEURG7ZVIfSDockj/IPEvxrYrDrk3maXI67T30pNcx9vMalRBBZgAOVSjUOB
8FChHBbKOVMOoPFIRrNcKRXdLDiG9g4UaCSLT+Qbsh+QJ8gRhVd4FE84XavXuOR0Oy8TubglpKoyY
Ca81tGlUheNI3rzSkHp6plQNoOLYUcDUrVNIXWz4Px8G8k/LIGBKW cZ40egDuYVilLrhX7atKz4l
ecWLVEXjCYDgwSfC2Q7sRwrpOMr82A==

Directory of C:sProgram Files“Splunk“etc*auth“mycerts

17842016 A7:48 PM <DIR> -
17-84-2016 A7:48 PH <DIR> .-
17-84-2016 BA7:40 PHM 1.574 myCACert.pem
17-84-2016 89:1? PH 1,171 mySplunkWehCert.csr
17-84-2816 @A7:17 PHM 1.675 mySplunkWebPrivateKey.key
17-84-2016 @9:32 PH 2,812 mySplunkWehSert.pem

4 Filet=s> 6,432 bytes

2 Dir<s> 125.844.748,.0%6 bhytez free

»Program Files“Splunketcwauth“mycerts>

Copy mySplunkWebCert.pem+myCACert.pem+mySplunkWebPrivateKey.key mySplunkServerCertificate

Copy the CA ROOT (download this from the CA) to CACert.pem (this is different from myCACert.pem
which is actually the intermediate we got form the above”



Directory of C:“FProgram Files“Splunk:etcwauth-muycerts

18-12-2015% B4:19
17842016 A7:17
17842016 B7:19
17042016 @%:39
178426816 B87:48
17042016 18:16
17842016 18:41
17042016 1@A:43
17842016 18:43
17042016 1@A:45

local\server.conf

[sslConfig]

caCertFile = myCACertificate.pem

caPath = SSPLUNK_HOME\etc\auth\mycerts
sslKeysfile = mySplunkServerCErtificate.pem

sslKeysfilePassword = $15IM4bAMo=

1,234
1.675%
1,171
2.812
1,574
2.812

myCACertif icate .pem
mySplunkWehPrivateKey.key
mySplunkiebCert.csr
mySplunkWehSert . pem
myCACert . pem
mySplunkWehCert . pem
mySplunkServerCErtif icate .pen

i _txt

Edit



